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Impala: Security and Data Protection

Impala is an engineering led, technology company based in the UK and EU 

that provides technology integration to companies working with hotel data.

Impala uses cutting-edge technology to make the connection to hotel data 

much faster, more secure, and significantly cheaper for both hotels and 

technology providers.

Impala integrates data from various hotel property management systems, 

and transforms it into a normalised data model that is consistent irrespective 

of the property management system connected. This allows technology 

providers to integrate with the Impala API once and partner with hotels on a 

growing number of property management systems. All of this is done without 

needing to consider the complexities of integrating with di! erent PMS.

Impala works with prestigious brands worldwide to power innovative 

technology solutions, ranging from revenue management so" ware to 

modern door-lock hardware.

For more information, please visit www.getimpala.com



Schematic of ImpalaÕs 
Core Architecture
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Impala Core Infrastructure (applicable to all integrations)

Document Store
Ñ Encrypted in transit 
and at rest
Ñ Lifetime: 30 days

Caching Layer
Ñ Encrypted in transit 
and at rest
Ñ Lifetime: as required

JSON API
Ñ HTTPS endpoints available to 
technology partner
Ñ Returned data minimised based 
on data minimisation definition

Queries as and when necessary 
for applicationÕs purpose

Cache Queue
Ñ Encrypted in transit
Ñ LIfetime: ~5 minutes

Webhook Notification Queue
Ñ Encrypted in transit
Ñ Lifetime: ~5 minutes

Operational & Error Logs
Ñ Encrypted in transit 

and at rest
Ñ Personally identifiable

information redacted
Ñ Lifetime: < 30 days

Webhook notifications are 
sent out to HTTPS endpoints 
(with payload signature to 

verify authenticity)

Parsing raw data into 
normalised schema

Caching (limited 
to required data 
points based on 
data minimisation 
definition)

JSON

LOG

TECHNOLOGY PARTNER



How Impala connects 
to hotel data

Property Management System 
APIs and web services

Robotic Process Automation

Impala Data Reader

Reporting

Impala supports the following methods of collecting 

and ingesting hotel data as a data processor for 

technology providers:

Where PMS providers adhere to 

the strict security and viability 

requirements Impala has set, 

Impala uses o! icial APIs.

Impala emulates the actions of a 

human user of the PMS, logs in as a 

dedicated user, performs searches, 

and collects the requested data.

A minimum-footprint database 

reader installed on-premise (usually 

on the PMS server) that queries the 

database a hotel runs on at regular 

intervals.

Impala makes use of inherent 

functionality the PMS o! ers to 

generate text-based reports locally 

and upload them securely to Impala.
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Impala uses APIs and web services o! ered by the Property Management 

System if the following conditions are met:

If these are not met for a given PMS, Impala uses one or multiple of the above 

integration methods to extract data.

They have to be at least as secure in sourcing and transmitting 

a hotelÕs sensitive guest data as the alternative methods used 

by Impala. 

They have to allow for fine-grained data access control so that 

Impala can adhere to best-in-class data minimisation 

practices. This means only the absolute minimum data and 

fields required for a use case are extracted and transmitted.

Impala requires priority status for any future development 

that might be necessary to serve its customers and hotels, 

with turnaround times that are reasonable. 

Impala has to be able to guarantee speed-to-onboard, from a 

technology providerÕs initial connection request to data 

availability, within 48 hours or less. 

The support and licensing fees charged by the PMS must be 

reasonable and not cost-prohibitive to the solutions that 

technology providers connected to Impala o! er to hotels. 

How Impala connects to hotel data



GDPR principles: data 
minimisation by design

What is data minimisation?

ADEQUATE
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Impala has been GDPR compliant since day one, and 

take actions to implement these measures in its 

products by engaging in security by design practices.

Data minimisation is one of the seven GDPR principles. In order to comply with 

the data minimisation principle, the UKÕs Information CommissionerÕs Office 

(ICO) states that personal data being processed by companies must be:

sufficient to fulfil the intended purpose

RELEVANT with a logical link to the purpose

LIMITED TO WHAT 
IS NECESSARY

no more data than what is needed for that 
purpose is held

One GDPR principle they apply throughout all of their product and engineering 

work, is data minimisation.

To summarize, a data processor or controller should never have access to 

more data than they need, but always enough for it to be adequate and 

relevant for the purpose of collection.



How Impala implements data minimisation

With the hardware or so! ware provider hotels wish 

to connect to, Impala first collaboratively sets the 

scope of the data to be transmitted from a hotel.

The team gathers as much detail as possible from these technology providers 

in order to keep hotel data secure, and comply with the data minimisation 

principle to the fullest.

The Impala team also speaks with these technology providers to understand 

which data points will satisfy their current needs, and which ones are relevant 

for their future products and features. By identifying the scope of data needed, 

the Impala team is able to su" iciently understand which data points are truly 

adequate and relevant to the product. 

Hotels will always know exactly why data is being shared, and will 

have fine-grained control over what data is being shared at all times. 

Hotel data which is not required by the technology provider will not be 

transmitted by Impala to them, unless it becomes relevant to do so.

All data that is transmitted through the Impala API is hosted in the EU and 

encrypted in transit and at rest to make sure the data is as secure as possible 

at all times. Impala does not store PII / GDPR-relevant details in logs for longer 

than necessary. This is a GDPR compliance requirement.
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Impala limits access to only the data points these technology companies truly 

require, field by field. This reduces the data footprint of everyone involved — 

the hotel, the technology company, and Impala.

These are just a few ways Impala aims to follow the GDPR principles, and lead 

the hospitality industry by example. The Impala team truly believes that data 

minimisation, and GDPR more broadly, will lead to a more data secure future, 

fewer successful data leaks, and happier travellers.

GDPR principles: data minimisation by design



Hotels running on 
Protel / Suite8
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Connectivity method: Impala Data Reader

API

Impala Data Reader Ingestion API
Ñ Available on static IP address

Ñ Receiving data via SFTP uploads

Document Store

See Impala Core
Architecture Schematic

for details

Impala Data Reader 
Ñ Installed as a Windows Service

Ñ Minimum CPU footprint, therefore often
installed on the PMS application or database server

Ñ Installation on dedicated server possible for
large multi-property instances

Ñ Uses locally stored database credentials
Ñ Can be installed by local hotel (group) IT team

Sending raw queries data via HTTPS (shielded from MITM and 
other attacks by private Impala Certificate Authority)

MS SQL Server or Oracle 
Database used for data 

storage by Protel or Suite8

Querying database 
through  TDS / TNS 

connection

HOSTED AND PROVIDED BY IMPALA

ON-PREMISE AT HOTEL GROUP

IMPALA CORE INFRASTRUCTURE
(APPLICABLE TO ALL INTEGRATIONS)

FACT SHEET

SQL



Implementation details, security & data transmission

APPLICABLE TO PROTEL: It queries the Microsoft SQL Server database 

locally through a Tabular Data Stream (TDS) connection. No direct 

database connection is performed from outside the server that the 

Impala Data Reader is installed on.

APPLICABLE TO SUITE8: It queries the Oracle database locally through a 

Transparent Network Substrate (TNS) connection. No direct database 

connection is performed from outside the server that the Impala Data 

Reader is installed on.

The Impala Data Reader is a locally installed Windows service with 

minimal CPU footprint.

The Impala Data Reader transmits the collected data at regular intervals 

to the Impala Data Ingestion endpoint through SSL / TLS 1.2.

The SSL connection is guarded against Man-In-The-Middle attacks, SSL 

certificate miss-issuance, DNS spoofing and domain takeover attacks by 

using a private Impala Certificate Authority (CA) and restricting the 

Impala Data Reader to only trust this private CA.

Even if the local hotel network is compromised and the DNS poisoned to 

redirect traffic to a host with a certificate trusted by the Public Key 

Infrastructure (PKI), the Impala Data Reader will not transmit data to it.

Hotels running on Protel / Suite8



Impala generates a custom installer for each hotel that includes a hotel 

specific 2048-bit encryption key. This makes sure data is sent encrypted 

while making the installation a quick and easy process for the integration 

engineer or IT team.

Database credentials used to query the database are stored locally on the 

hotel server (on-premise).

Hotels can choose to install the Impala Data Reader and enter their own 

database credentials themselves, without Impala becoming aware of 

these details.

The Impala Data Reader can run as an unprivileged user and with 

restricted permissions to the target data source.

Depending on the data needs for a particular integration, official 

interfaces send data in excess of the needs of the individual integration.

For example: An IPTV system only requires room numbers and the 

last name of the guest for a greeting, but the PMS-offered interface 

might transmit complete guest profiles including highly sensitive data 

like birth dates, phone numbers and email addresses, leaving you as a 

hotel open to creating an unnecessarily bigger data footprint.

With Impala, only the precise data points required are cached and 

transmitted to the technology provider.

Defense in Depth (DiD) options

How does this compare to interfaces Protel / Suite8 offer?
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The PMS-offered interface does not shield a hotel against Man-In-The-

Middle attacks, SSL certificate miss-issuance, DNS spoofing, and 

domain takeover attacks by using a private Certificate Authority (CA), 

and restrict transmission to this private CA.

Impala offers its product at a fraction of the cost of what a PMS charges 

hotels for a one-off installation, and ongoing support and maintenance. 

This enables hotels to use innovative technologies in a cost effective 

way. 

Impala’s installation can be completed in hours, not weeks. Most PMS 

interfaces require licenses to be ordered, and involve high-touch sales 

processes and account management, as well as costly remote or on-site 

installs.

Hotels running on Protel / Suite8



Hotels running on Oracle 
Hospitality Opera
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Connectivity method: Reporting

API

Impala Data Reader Ingestion API
— Available on static IP address

— Receiving data via SFTP uploads

Document Store

See Impala Core
Architecture Schematic

for details

Opera PMS user interface
— Customised report configuration based on data 

minimisation definition imported during onboarding

— Reports are generated up to every minute
by using Opera Report Scheduler functionality 

inherent to the PMS (no additional licenses needed)

Uploading report text files via SFTP
(using private key encryption with passphrase)

HOSTED AND PROVIDED BY IMPALA

ON-PREMISE AT HOTEL GROUP

IMPALA CORE INFRASTRUCTURE
(APPLICABLE TO ALL INTEGRATIONS)

FACT SHEET



Implementation details, security & data transmission

Defense in Depth (DiD) options

Impala sends out hotel specific step-by-step self-onboarding 

walkthroughs.

Configuration can be completed by a PMS user with sufficient superuser 

permissions in the user interface, without needing technical skills. The 

entire process typically takes less than 30 minutes.

Reports are generated on the Opera application server as text files, and 

uploaded securely to Impala’s ingestion endpoint using Opera’s SFTP 

delivery methods.

Impala offers the strongest possible encryption option available, with 

2048-bit private key encryption using a generated passphrase.

Impala generates hotel specific report configurations for reports 

containing personally identifiable information (PII) to make sure only the 

minimally required data points are included in the text reports. This 

minimises the data footprint of all parties involved.

Hotels can set up their firewall configuration to only allow SFTP 

outbound traffic for the specific static IP address the Impala ingestion 

API (SFTP) is available at as a guard against SSL certificate miss-issuance, 

DNS spoofing and domain takeover attacks.

Hotels running on Oracle Hospitality Opera



How does this compare to OXI interfaces Oracle Hospitality offers?

OXI interfaces donÕt allow for 2048-bit private key encryption protected 

by a passphrase, while SFTP Delivery Methods (the mechanism Impala 

uses within Opera) do support this option.

Impala o! ers its product at a fraction of the cost of what a PMS charges 

hotels for a one-o!  installation, and ongoing support and maintenance. 

This enables hotels to use innovative technologies in a cost e! ective 

way. 

ImpalaÕs installation can be completed in 30 minutes, whereas activating 

an OXI can take months. In addition, licenses need to be ordered, set-up 

involves high-touch sales processes and account management, and 

costly remote or on-site installs.

Hotels running on Oracle Hospitality Opera



Hotels running on Infor 
HMS
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Connectivity method: Robotic Process Automation

Robotic Process Automation Engine:
Emulates browser actions human hotel staff would 
perform e.g. to search for booking data in the PMS

Document Store

See Impala Core
Architecture Schematic

for details

Browser-based user interface:
The same UI that hotel employees 

use in daily operation

HOSTED AND PROVIDED BY IMPALA

HOSTED BY INFOR HMS (CLOUD) OR 
ON-PREMISE AT HOTEL GROUP

IMPALA CORE INFRASTRUCTURE
(APPLICABLE TO ALL INTEGRATIONS)

FACT SHEET



Implementation details, security & data transmission

Defense in Depth (DiD) options

How does this compare to Infor HMSÕ Databridge interface?

Impala sends the hotel a step-by-step self-onboarding guide that can be 

completed in as little as 15 minutes in the Infor HMS web-based frontend.

The hotel creates a user account in Infor HMS which will be used by 

ImpalaÕs Robotic Process Automation (RPA) engine.

ImpalaÕs RPA engine regularly logs into the PMS user interface, just as a 

front desk agent would. It uses the search functionality inherent to Infor 

HMS to extract the data points required by the technology provider.

Hotels can limit the permissions of the user account Impala logs in with, 

to only allow access to the data that is required for the technology 

providerÕs product to work.

Actions, such as accessing data points, are auditable in the same manner 

as for a regular human user of Infor HMS (e.g. a front desk agent).

Impala offers its product at a fraction of the cost of what a PMS charges 

hotels for a one-off installation, and ongoing support and maintenance. 

This enables hotels to use innovative technologies in a cost effective way. 

ImpalaÕs installation can be completed in 15 minutes, whereas activating 

Databridge can take weeks. In addition, licenses need to be ordered, set-

up involves high-touch sales processes and account management, and 

costly remote or on-site installs.

Hotels running on Infor HMS
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